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Social media usage increases with every passing dey. One of the
most populer social media compeanies is Facebook. Throughout
Facebook’s short history, they have hed several controversies arising
from possible infringement on their users’ rights to privacy. Some of this
is made possible because nearly universally, internet users will sign up
for Facebook, as well as other social media websites, without ever read-
ing the privacy policy pertaining to the website. Social medie users give
up rights, sometimes importeant privacy rights, but signing up for
Facebook. While not per se illegal, the users are entitled to reasonable
notice of the rights that are given up in exchenge for use of the social
medie website. Facebook’s signup policy does not give reasonable no-
tice to its users of the privacy rights given up by the user. Facebook
should maeke changes to its sign-up policy to ensure thet new Facebook
users are given reasonable notice fo the exchenge thet occurs with the
use of Facebook by the user.

INTRODUCTION . . . oot vttt ettt e ettt 662
I. HisTery @F THE RIGHT T® PRIVACY..................... 665
II. ELEcTR@NIC C@ONTRACTING: CLICKWRAP AND
BROWSEWRAP ... 665
A, Generally ....... ... 665
B. Shrinkwrep ....... ... ... . . . 666
C. Clickwrap ........ ... 00 i iiiiininnens 667
D. BrowSewr@p .................c..ciiiiiiiiiiiiiiiin.. 668

* J.D. Candidate, Cornell Law School (2014); B.A. (Communication) summa cum
laude, Kean University (2011). I would like to thank Professor Hillman trom Cornell Law
School for his guidance on the nuances of contract law. To Br. Fred Fitch and Br. Jack
Sargent from Kean University, thank you for your support and showing me success was possi-
ble. Most importantly, I am, and will forever be, grateful to my parents and brothers for their
unconditional love and support through this crazy thing called life.

661



662 CerNnELL JeURNAL oF Law aND PusLIiC PeLicy [Vel. 23:661

III. Previeus Privacy MissTEPS @F FACEB®®K ............. 669
A. A User’s Voluntary Deletion of the User’s Facebook
ACCOURT v e 669
B. Beacon Online Advertising System .................. 670
C. February 2009 Chaenge in Terms of Service ......... 672
D. Facebook Privacy Issues in 2010 ................... 673
E. Find Friends Nearby Feature ....................... 674
IV. FaccBeex’'s CURRENT TERMS @F SERVICE, PRIVACY
PerLicy TErMS, AND NEw User SiGN-Upr PReCESS ... .... 675
A. The Current Sign-Up Process for Facebook . ........ 675
B. Facebook’s Previous User Sign-Up Process: Fteja v.
Facebeek, Inc. ...............o i, 675
C. Facebook’s Current Sign-Up Process, Reasonable
Notice, and Mutuel Assent.......................... 679

1. Reasenable Netice of Terms eof Service
Permitting Facebeek te Gather and Bistribute a
User’s Private Infermatien...................... 679
2. 'The Substantive Right ef Privacy is Bistinct frem
the Right te Cheese a Ferum fer Litigating
Claims . ...t 630
3. Terminatien er Cemplection of the Agreement.... 682
4. The Lack ef Reasenable Netice and Substantive
Differences Between a Ferum Selectien Clause
and the “Selling” of a User’s Privacy Rights
Lead te Lack ef Mutual Assent ................. 683
V. ReEMEDYING FAcEBeek’'s LACK oF REAS®NABLE NeTICE
or ITs TERMS @F SERVICE EXTRACTING THE Less er
Privacy Ricnrts rrem Facrpeex USERS................ 684
CONCLUSIBN . . .\ ettt et et ettt e 688

INTR@®DUCTI®N

Privacy, defined in layman’s terms, is the “frecdem frem unauthe-
rized intrusien”! er “the state of being free frem intrusien er disturbance
in ene¢’s private lifc er affairs.”> The United States has a lengstanding
public pelicy favering individuals’ right te privacy, as netably receg-
nized in Griswold v. Connecticut in 1965.2 The definitien ef privacy and
privacy law in the United States has remained relatively stagnant in the

L Privacy Definition, MERRIAM-WEBSTER, http://www.merriam-webster.com/dictionary/
privacy (last visited Jan. 24, 2013).

2 Privacy Definition, BicTi@NARY.ceM, http://dictionary.reference.com/browse/privacy
(last visited Jan. 24, 2013).

3 381 U.S. 479 (1965). Justice Bouglas’s majority opinion in Griswold found the right
to privacy to be protected by the penumbra of the First Amendment. See id. at 483.
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last twenty years. But the significance of privacy rights has changed at a
hastened rate with the advent ef the Internet and secial media.

The use eof the Internet has increased tremendeusly ever the last
twenty years. In 2010, ferty-feur percent of Americans used the Internet
beth inside and eutside of their heme, twenty- seven percent used the
Internet selely when at heme, and three percent used the Internet enly
eutside their heme.* Further, ever half ef all Americans use the Internet
en a daily basis.> Of the Americans whe use the Internet, the average
American spends sixty heurs each menth enline. The ameunt ef time
the average American spends enline each menth is new equal te the
ameunt ef time the average American spends watching televisien each
menth.” Finally, of American Internet users, abeut seventy percent use
secial media websites such as Facebeek.® This seemingly ever-ex-
panding use ef the Internet and secial media will shape the histery ef
privacy fer the fereseecable future.

“The histery of America is the histery ef the right te privacy.” The
histery ef privacy currently being written is in flux because ef the ever-
expanding Internet and secial media usage threugheut the ceuntry. With
this expanding use ef secial media cemes cenflicts between the rights
and wants ef secial media users and the grewing cempanies that previde
secial media services. The reselutiens eof such cenflicts will shape the
dircction of privacy’s future.

Secial media users are stuck between twe geals that are inherently
at edds with ene anether: “Peeple want access te all the infermatien
areund them, but they alse want cemplete centrel ever their ewn infer-
matien.”'® Cenflicting geals plague net enly secial media users, but alse
the cerperate ewners of secial media websites.

4 U.S. Census Bureau, CempUTER AND INTERNET USE IN THE UNITED STATES: RE-
PORTED INTERNET USAGE FOR HeUSEH®LDs BY SELECTED CHARACTERISTICS TABLE 1A (2010),
available at http://www.census.gov/hhes/computer/publications/2010.html. In 2000, just over
forty-four percent of Americans were using the Internet. United States of America: Internet
Usage and Broadband Usage Report, INTERNET WeRLD STATS, http://www.internetworldstats.
com/am/us.htm (last visited Feb. 21, 2014).

5 Catherine Smith, Internet Usage Statistics: How We Spend @ur Time @nline, Hur-
FINGT®N PesT (June 22, 2010), http://www.huffingtonpost.com/2010/86/22/Internet-usage-sta-
tistics_n_620946.html.

6 Id.

7 Lauren Indivik, Americans Now Spend as Much Time Using Internet as TV, MasH-
ABLE, (Bec. 13, 2010), http://mashable.com/2@10/12/13/Internet-tv-torrester.

8 Smith, supra note 5.

9 FREDERICK S. LANE, AMERICAN Privacy: THE 400-YEarR HisTery eF @UR MesT
CenTESTED RigHT 1 (2009).

10 John Cassidy. How Hanging @ut on the Internet Became Big Business, NEw Y @RKER,
May 15, 20006, at 50, available at http://www.newyorker.com/archive/2006/05/15/060515fa_
fact_cassidy.


http://www.newyorker.com/archive/2006/05/l5/060515fa
http://mashable.com/2010/12/13/Internet-tv-forrester
http://www.huffingtonpost.com/2010/06/22/Internet-usage-sta
http://www.internetworldstats
http://www.census.gov/hhes/computer/publications/2010.html
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The cerperate ewners of secial media websites, including Facebeek,
are in the pesitien ef balancing twe cempeting geals, attracting users and
business survival. Secial media cempanies struggle with hew te mene-
tize their secial media websites witheut alienating er lesing their users,
whe represent a large seurce of revenue, and thus are parameunt te the
secial media cempanies’ survival.!! These cenflicting geals lead te secial
media cempanies requiring petential users te give up, er mere apprepri-
ately te “sell,” seme privacy rights in exchange fer the use of the secial
media website. In erder te make meney en users and be prefitable, se-
cial media websites must cellect, sert, and distribute private infermatien
abeut their users te advertisers and ethers willing te pay fer access te the
private infermatien.

While the cellection of private user infermatien may infringe upen a
user’s privacy rights, such invasien ef privacy rights is net necessarily
illegal if certain steps are taken. If users are given reasenable netice that
they are “selling” seme eof their privacy rights, such that the relinquished
privacy rights are manifestly censideratien fer the website’s premise te
let the user centinue te use the website, the website ewner ebtains the
rights te use and distribute the users’ private infermatien. Witheut rea-
senable netice of the terms of the exchange between the user and the
secial media website, the website’s use of the infermatien berders en tert
and illegality if the terms eof the agreement are feund te be uncensciena-
ble er invalid.

This Nete pesits that Facebeek’s current sign-up precess infringes
upen a user’s right te privacy witheut giving Facebeek’s secial media
users reasenable netice that they are selling their privacy rights.'> This
Nete cencludes with a pessible methed fer giving reasenable netice te
petential Facebeek users ef the centractual exchange that eccurs.!'?
Facebeek’s disseminatien ef reasenable netice te its users will permit the
terms of the exchange, including the user’s censideratien ef giving up
privacy rights in exchange fer use of Facebeek’s website, te be valid and
upheld. 14

Part T gives a brief everview eof the histery ef the legal right te
privacy. Part 11 discusses shrinkwrap centracting, enline “clickwrap”
centracting, and enline “brewsewrap” centracting. Part III discusses the
previeus public missteps of Facebeek, which infringed en Facebeek's
users’ right te privacy. Part IV discusses Facebeek’s current terms ef

11 See Eric Savitz, Could the Future of Facebook Be in the Enterprise?, F@rBEs (@ct. 26,
2012), http://www.torbes.com/sites/ciocentral/2012/10/26/could-the-future-of-facebook-be-in-
the-enterprise.

12 See infra Part IV.

13 See infra Part V.

14 See infra Part V.


http://www.forbes.com/sites/ciocentral/2012/10/26/could-the-future-of-facebook-be-in
https://upheld.14
https://survival.11
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service and current sign-up precess, and a case analyzing a previeus
Facebeek sign-up precess. Part V discusses hew Facebeek ceuld rem-
edy the lack ef reasenable netice of the terms within Facebeek’s terms of
service.

I. Histery er THE RiGHT Te Privacy

Legal recegnitien eof the right te privacy can be traced te an article
written by Samuel B. Warren and Leuis B. Brandeis.!> But even deeper,
the underpinnings ef the right te privacy derive frem the pretection of
human dignity.'¢ The principle of invielate persenality is the cere value
pretected by the right te privacy.!” The right te privacy pretects each
individual’s “essence as a unique and self-determining being.”'3

Varieus types eof privacy rights existed at commen law and survive
teday.!® The mest impertant type ef privacy right in the current secial
media website landscape is the invasien ef privacy by apprepriatien. In-
vasien ef privacy by apprepriatien was a cemmen law tert where the
tertieus effender used “anether’s name eor likeness fer ene’s ewn bene-
fit.”>® The tert is meant te pretect an individual’s right te the ecenemic
benefits flewing frem the cemmercial use of the individual’s face and
name.>! This is the right mest at risk when a user signs up fer a secial
media website, such as Facebeek, because the websites extract the right
te cellect, centrel, and distribute a user’s name, likeness, and ether per-
senal facts in exchange fer the right te use the website’s services.

II. ELecTReNIC CONTRACTING: CLICKWRAP AND BROWSEWRAP

A. Generally

With the advent ef the Internet, centracting began te change. Rec-
egnizing this change in 1996, the Sixth Circuit stated: “Internet repre-
sents perhaps the latest and greatest manifestation of . . . histerical,

15 Richard C. TurlMington, Legacy of the Warren and Brandeis Article: The Emerging
Unencumbered Constitutional Right to Informational Privacy, 18 N. ILL. U. L. Rev. 479, 482
(1990). For examples of cases tracing the history of the right to privacy, see Rhodes v. Gra-
ham, 37 S.W.2d 46 (Ky. 1931); Baily Times Bemocrat v. Graham, 162 So. 2d 474, 476 (Ala.
1964); Nader v. Gen. Motors Corp., 255 N.E.2d 765, 767 (N.Y. 1976).

16 See Edward J. Bloustein, Privacy as an Aspect of Human Dignity: An Answer to Dean
Prosser, 39 N.Y.U. L. Rev. 962, 973; Turkington. supra note 15. at 485.

17 Samuel B. Warren & Louis B. Brandeis, The Right to Privacy, 4 Harv. L. REv. 193,
211 (1890). See also Turkington. supra note 16, at 485 (finding that Warren and Brandeis
observed inviolate personality to be the core principle of the right to privacy).

18 Turkington, supra note 15, at 485.

19 See, e.g.. “Invasion of Privacy by Intrusion.” BLack’s Law BicTienary 901 (9th ed.
2009); “Invasion of Privacy by False Light” id. at90®; and “Invasion of Privacy by Public
Closure of Private Facts.” id. at 901.

20 BrLack’s Law BicTienarY 900 (9th cd. 2009).

21 [d.


https://today.19
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tElo)e)

glebe-shrinking trends.”>> Peeple ne lenger need te centract in persen er
by pestal mail. Agreements ceuld begin and ¢nd enline. Cenducting
business enline led te the eliminatien of hard paper cepics of agreements.
This in turn meant that the agreements were net persenally signed, and
pessibly net signed by the hand at all. The use eof the Internet fer cen-
tracting purpeses led te the develepment of “shrinkwrap”-type principles
fer Internet centracts, namely “clickwrap” and “brewsewrap.” Beth are
described belew.

B.  Shrinkwrap

Shrinkwrap is a centract typically cencerning a seftware pregram,
where the centract is centained within a sterage device and wrapped in
plastic.>®> With this type ef centract came the issue of whether epening
the plastic censtituted assent te the terms of the centract, er if mere was
required. After ceurts in several cases feund shrinkwrap te be an invalid
ferm ef centracting and thus net enferceable,>* the pivetal case eof
ProCD, Inc. v. Zeidenberg?> paved the way fer uphelding shrinkwrap
centracting.?®

In ProCD, the ceurt cencluded that shrinkwrap centracts are “‘en-
ferceable unless their terms are ebjectienable en greunds applicable te
centracts in general (fer example, if they vielate a rule of pesitive law, or
if they are uncenscienable).”?” The plaintiff, PreCB, had aggregated
infermatien frem varieus telephene directerics inte a cemputer
database.”® PreCB then seld that database te beth cemmercial and indi-
vidual clients at varying prices.?® The licensing agreement, centained in
shrinkwrap, limited the use of the database te nen-cemmercial pur-
peses.2® The defendant, Zeidenberg, purchased the database and ignercd
the license when he reseld the infermatien centained in the database te
anyene willing te pay his price.3!

Zeidenberg’s price for the service was lewer than PreC®’s price.?
Zcidenberg ceuld charge less because he did net pay fer the upkeep eof
the database, as PreCB had.?3 The ceurt feund that PreCB® gave users the

22 CompuServe, Inc. v. Patterson, 89 F.3d 1257, 1262 (6th Cir. 1996).

23 See Nancy S. Kiv, Wrap CeNTRACTS: F@UNDATI®NSAND RamiricaTiens 36 (2013).

24 See, e.g., Step-Saver Data Sys. v. Wyse Tech., 939 F.2d 91, 105 (3rd Cir. 1991) (find-
ing a shrinkwrap license to be invalid under U.C.C. § 2-207).

25 86 F.3d 1447 (7th Cir. 1996).

26 See Kmm, supra note 23, at37.

27 See ProCD, 86 F.3d at1449.

28 See id.

29 See id. at 1449-50.

30 See id. at 1450.

31 See id.

32 See id.

33 See id.


https://price.32
https://poses.30
https://prices.29
https://database.28
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eptien te accept the terms eof the shrinkwrap centract by using the
seftware after having an eppertunity te rcad the licensing terms.>* Fur-
ther, the ceurt feund that Zecidenberg did assent because the seftware
ferced him te read the license when installed.?> Finally, the ceurt held
that while a centract is usually fermed by paying a price and walking eut
of a stere, U.CC. § 2-204(1) permits centracts te be fermed in a differ-
ent way as leng as the manner is sufficient te shew agreement threugh
mutual assent.3S

C. Clickwrap

Clickwrap agreements are a type of adhesien centract.?” Clickwrap
agreements are created enline and present “the petential [user] . . . with a
message on his er her cemputer screen, requiring that the user manifest
his er her assent te the terms ef the license agreement . . . 738

The user manifests censent by clicking en a bex centaining I
Agree,” “I Accept,” er similar language manifesting censent adjacent te
the terms.3° This precess ferces petential users te acknewledge the pres-
ence of the terms, even if the terms are net read by the user. Further, the
user must “unambigueusly manifest either assent er rejectien prier te
being given access te the preduct.”#® If the user refuses te accept the
terms, the user will net be permitted te use the service er ebtain the geed
at the center of the exchange.

Cemmentaters have feund “nething inherently treubling abeut en-
fercing clickwrap agreements.”*! Ceurts have agreed and thus feund
that users have reasenable netice of terms within clickwrap agreements
and have upheld the previsiens within the terms eof service presented
threugh clickwrap.#> When determining whether specific previsiens in

34 See id.

35 See id. at 1453.

36 See id. at 1452. See also Kim, supra note 23, at 38 (explaining that the Court in
ProCD tound that UCC 2-204(1) permits a contract to formed in a “‘different way” as long as
there is mutual recognition of the contract’s existence).

37 See Nathan J. Wavis, Presuined Assent: The Judicial Acceptance of Clickwrap, 22
BerkeLEY TeCH L.J. 577, 577-78 (2007).

38 Register.com, Inc. v. Verio, Inc., 356 F.3d 393, 429 (2d Cir. 2004) (citations omitted)
(internal quotation marks omitted).

39 See Kmv, supra note 23, at 39.

40 Register.com, Inc., 356 F.3d at 429.

41 Fteja v. Facebook, Inc., 841 F. Supp. 2d 829, 837 (S.B.N.Y. 2012) (quoting Mark A.
Lemley, Terms of Use. 91 MINN. L. REv. 459, 466 (2006)); see also Bavis. supra note 34, at
579 (noting that courts have recognized that clicking “I Agree” on a clickwrap contract
manifests assent). For cases that have upheld the terms of clickwrap agreements, see for ex-
ample ProCD, Inc., 86 F.3d 1447; Groftf v. Am. @nline, Inc., No. PC 97-0331, 1998 WL
307001 (R.I. Super. Ct. May 27, 1998).

42 See, e.g., CompuServe, Inc. v. Patterson, 89 F.3d 1257, 1264 (6th Cir. 1996); Caspi v.
Microsoft Network, L.L.C., 732 A.2d 528, 532 (N.J. Super. Ct. App. Biv. 1999).
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clickwrap agreements sheuld be upheld and whether reasenable netice of
the terms was given, ceurts apply traditienal principles ef centract law.*
Ceurts assess whether the “clickwrap agreement’s terms were clearly
presented te the censumer, the censumer had an eppertunity te read the
agreement, and the censumer manifested an unambigueus acceptance of
the terms.”#*

D. Browsewrap

Brewsewrap is anether ferm ef an enline standard ferm agreement.
“[A] brewse wrap license is part of a web site” that explains the terms of
service and privacy pelicy ef that website.*> Fer example, in many
brewsewrap licenses, “terms are pested en a site’s heme page er are
accessible by a preminently displayed hyperlink, and the user assents te
the centract when the user visits the web site.”#¢ Typically, in brew-
sewrap and unlike clickwrap, the user dees net “see the centract at all
but . . . the license terms previde that using a Web site censtitutes agree-
ment te a centract whether the user knews it er net.”#” The mest cem-
menly feund brewsewrap ferm invelves a disclaimer en the website that
states that by visiting the site, cenduct that was previeusly perfermed by
the user, the user agrees te the terms eof the website.#3 The terms eof the
website are available by clicking en a separate hyperlink.** Cemmenly,
the hyperlink will be at the edge of a page, using werds such as “Legal
Terms,” “Terms of Use,” or “Cenditiens of Use.”>® Thus, unlike click-
wrap, brewsewrap decs net require a user te affirmatively manifest cen-
sent te the terms of service by clicking en “I Accept” er ether similar
language.>! Rather, the user’s assent eccurs threugh the centinucd use of
the site beyend the heme page.>>

Many ceurts have been reluctant te enferce previsiens feund within

brewsewrap agreements because of a lack ef reasenable netice ef the
agreement’s terms, beth in cases where the brewsewrap agreement was

43 Feldman v. Google, Inc., 513 F. Supp. 2d 229, 236 (E.D. Pa. 2007).

44 Hancock v. Am. Tel. & Tel. Co., 701 F.3d 1248, 1256 (16th Cir. 2012).

45 Register.com, Inc., 356 F.3d at 429 (alterations in the original) (quoting Pollstar v.
Gigmania Ltd., 170 F. Supp. 2d 974, 981 (E.B. Cal. 2000)) (internal quotation marks omitted).

46 Jd. (quoting Pollstar, 170 F. Supp. 2d at 981) (internal bracket omitted).

47 Fteja v. Facebook. Inc., 841 F. Supp. 2d 829, 837 (S.B.N.Y. 2012) (quoting Lemley,
supra note 41, at 460).

48 See id.

49 See id.

50 See Kmm, supra note 23, at 41.

51 See id.

52 See Woodrow Hartzog, The New Price to Play: Are Passive @nline Media Users
Bound by Terins of Use?, 15 Cemm. L. & PeL’y 405, 406 (2010); see also Kmv, supra note 23,
at 41.


https://language.51
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between censumers and a business,>> and between twe sephisticated bus-
iness parties.>* But seme ceurts have upheld brewsewrap agreements be-
tween twe sephisticated business parties whe were in cempetitien er
cenflict with each ether.>>

III. Previeus Privacy MissTeps eF FACEBeexk

Facebeek has censistently pushed the envelepe en its users’ right ef
privacy. Belew are several incidents that raised legal issues cencerning
Facebeek’s pessible infringement ef the right ef privacy ef its users.

A. A User’s Voluntary Deletion of the User’s Facebook Account

Fer many years after the inceptien of Facebeek, it was net pessible
for users te delete their acceunts. Rather, the enly eptien was te deacti-
vate the acceunt.>® But even when a user deactivated an acceunt, the
“[rlemeved infermatien may persist in backup cepies fer a reasenable
ameunt ef time but will net be generally avaeilable te members eof
Facebeek.”57 If a Facebeek user deactivated an acceunt, the infermatien
may net have been generally available te Facebeek members, but ne
term prehibited Facebeek frem distributing the infermatien te advertis-
ers.>® Instead, third-party applicatiens and websites ceuld held en te the

53 See, e.g., Specht v. Netscape Commec’ns Corp., 306 F.3d 17 (2d Cir. 2002) (declining
to apply terms of a browsewrap contract in a putative class action by several individuals).

54 See, e.g.. Pollstar v. Gigmania, Ltd., 170 F. Supp. 2d 974 (E.D. Cal. 2000).

55 See, e.g., Register.com, Inc. v. Verio, Inc., 356 F.3d 393 (2d Cir. 2004); Sw. Airlines
Co. v. BoardFirst, L.L.C., 3:06-CV-0891-B. 2007 WL 4823761, 2007 U.S. Bist. LEXIS 96230
(N.D. Tex. Sept. 12, 2007). See also Lemley. supra note 41, at 472 (“An examination of the
cases that have considered browsewraps in the last five years [prior to 2006] demonstrates that
the courts have been willing to enforce terms of use against corporations, but have not been
willing to do so against individuals.”).

56 See Bob Sullivan, Didn’t you know? Facebook is forever, THE RED TaPE CHRONICLES
oN NBCNEWws.ceM (Feb. 20, 2009, 8:00 AM) http://redtape.nbcnews.com/_news/2009/02/20/
6345783-didnt-you-know-facebook-is-foreverlite.

57 See Bob Sullivan, Didn’t you know? Facebook is forever, THE RED TaPE CHR@ONICLES
oN NBCNEws.ceM (Feb. 20, 2009, 8:00 AM) http://redtape.nbcnews.com/_news/2009/02/20/
6345783-didnt-you-know-facebook-is-forever?lite. (emphasis added).

58 The relevant terms of service at the time were as follows:

“You hereby grant Facebook an irrevocable, perpetual, non-exclusive, transfer-
able, fully paid, worldwide license (with the right to sublicense) to (a) use, copy.
publish. stream, store, retain, publicly perform or display, transmit, scan, reformat,
modify, edit, frame, translate, excerpt, adapt, create derivative works and distribute
(through multiple tiers), any User Content you (i) Post on or in connection with the
Facebook Service or the promotion thereof subject only to your privacy settings or
(ii) enable a user to Post, including by otfering a Share Link on your website and (b)
to use your name, likeness and image for any purpose, including commercial or
advertising, each of (a) and (b) on or in connection with the Facebook Service or the
promotion thereof.

You may remove your User Content from the Site at any time. If you choose to
remove your User Content, the license granted above will automatically expire, how-


http://redtape.nbcnews.com/_news/2009/02/20
https://NBCNEws.coM
http://redtape.nbcnews.com/_news/2009/02/20
https://NBCNEws.coM
https://Register.com
https://account.56
https://other.55
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infermatien te the extent permitted by Facebeek’s pelicies.”™ Further,
there was ne way fer a user te permanently delete an acceunt se that the
infermatien was destreycd and unavailable te advertisers and third-party
websites. Rather, the centent ceuld enly be remeved by manually delet-
ing every picture, every friend, and every item pested by the user en
Facebeek.5®

In respense te the gradual uprear ever the inability ef users te delete
their acceunts, Facebeek added a link te their website permitting users te
delete their acceunts.® When the link was eriginally created, a bug in
the precess permitted the deleted acceunts te still be feund threugh
Geegle secarches,o> and Centent URLs.3 Once the link was fixed, the
delay between the request fer an acceunt deletion and the actual deletien
became feurteen days.5* Even after a user deletes an acceunt, seme infer-
matien, such as cemmunicatiens sent te ether users, cannet be remeved
frem Facebeek and ceuld remain eternally much like a sent email.53

B. Beacon Online Advertising System

In Nevember of 2007, Facebeek intreduced Beacen, an enline ad-
vertising system fer its website.®® The Beacen system tracked the enline

ever you acknowledge that the Company may retain archived copies of your User
Content.

The following sections will survive any termination of your use of the
Facebook Service: Prohibited Conduct, User Content, Your Privacy Practices. Gitt
Credits, @wnership; Proprietary Rights, Licenses, Submissions, User Bisputes;
Complaints, Indemnity, General Bisclaimers, Limitation on Liability, Termination
and Changes to the Facebook Service, Arbitration, Governing Law; Venue and Juris-
diction and @ther.”

C. Walters, Facebook’s New Terins of Service: ‘We Can Do Anything We Want with Your
Content. Forever.” THE CensUMERIST (February 15. 2009), http://consumerist.com/2009/02/
15/facebooks-new-terms-of-service-we-can-do-anything-we-want-with-your-content-forever.

59 Ki Mae Heussner, @uitting Facebook: What Happens when You Deactivate?, ABC
News: Tecu THIS @UT (May 11, 201), http://abcnews.go.com/Technology/quitting-facebook-
deactivate/story?id=10607753&page=2. The information included in the data Facebook may
keep includes credit card information for any purchases transacted on Facebook, email ad-
dresses, and phone numbers given by its members. Id.

60 See Sullivan, supra note 56; see also Steven Mansour, 2504 Steps to Closing Your
Facebook Account, STEVENMANseUR.ceM, (July 23, 2007), http://www.stevenmansour.com/
writings/2007/jul/23/2342/2504 _steps_to_closing_your_facebook_account (depicting one
user’s informal account of the process required to manually delete his Facebook protile).

61 See Sullivan, supra note 56.

62 See id.

63 Facebook, Inc.. No. 092-3184, 2011 WL 7096348, at ] 50-53 at *11 (F.T.C. Nov. 29,
2011).

64 Heussner, supra note 59.

65 [d.; see also What’s the difference between deactivation and deleting my account?,
Faceseex (Nov. 4, 2013, 11:00 PM). https://www.facebook.com/help/125338004213029.

66 See Juan Carlos Perez, Facebook’s Beacon More Intrusive than Previously Thought,
PCWerLD (Nov. 30, 2007 4:10 PM), http://www.pcworld.com/article/14@182/article.html.
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activities of Facebeek users en mere than ferty participating websites.®”
Beacen weuld then repert the activity ef the user en the participating
cempanies’ websites te the user’s friends list en Facebeek.%® Facebeek
autematically placed all ef its users inte the pregram, altheugh a user
ceuld ept eut of Beacen threugh express actien.®® If a user did net ept
eut, when the user purchased an item frem ene ef the participating web-
sites, the purchase weuld autematically be breadcast te the entire list of
friends en the user’s prefile when legging en te Facebeek’s website.”®

The issue with Beacen eccurred when a security researcher deter-
mined that Beacen went further than stated by Facebeek.”! If Facebeek
users epted eut of Beacen, thus declining te have their activities bread-
cast te Facebeek fricnds, and then legged off of Facebeek’'s website,
Beacen weuld nevertheless centinue te functien.”> Beacen weuld repert
users’ activity te Facebeek, despite the fact that users were net infermed
abeut this feature.”®

Merecever, Facebeek did net give users the eptien ef preventing
Beacen frem tracking them.”* The centreversy led te Mark Zuckerberg,
feunder of Facebeek, apelegizing in his bleg fer the Beacen pregram’s
tracking.”s

The apelegy did little te quell the uprear caused by the infringement
en Facebeek users’ right te privacy. In respense te the vielatien, plain-
tiffs filed a class actien lawsuit in Califernia.”s The lawsuit claimed that
Facebeek vielated its users’ privacy by cellecting private data fer use in

67 [d. The participating websites included large corporations such as Blockbuster, The
New York Times, Sony Pictures and others. C. Walters, List of Companies that Participate in
Facebook’s Beacon Spy Program, THE CensuMERIST (Bec. 4, 2007), http://consumerist.com/
2007/12/84/1ist-of-companies-that-participate-in-facebooks-beacon-spy-program.

68 Perez, supra note 66.

69 Jessica Guynn, Latest Target of Move®n: Facebook, L.es ANGELES TmmEs, Nov. 21,
2007, available at http://articles.]latimes.com/2007/nov/21/business/fi-tacebook21.

70 See Perez, supra note 66. Facebook defended the Beacon program by arguing that the
program would create a pop-up box telling the user that the information would be sent to
Facebook. Guynn, supra note 69. The user could click “No Thanks.” Id. If the user did not
click “No Thanks.” the next time the user visited Facebook, a message would ask for permis-
sion to share the information with the user’s friends. Id.

71 See Perez, supra note 66.

72 See id.

73 See id.

74 See id.

75 See Mark Zuckerberg, Thoughts on Beacon, Facezeex BLec (Bec. 5. 2007, 10:00
AM), http://blog.tacebook.com/blog.php?post=7584397130. See also C. G. Lynch. Wake-Up
Call in Facebook-Beacon Controversy, PCWerLD (Bec. 6, 2007 3:45 PM). http://www.
pcworld.com/article/140372/article. html.

76 See Vasanth Sridharan, Facebook Faces Class Action Suit @ver Beacon Ad System,
Bus. INSIDER, (Aug. 14, 2008, 11:48 AM), http://www.businessinsider.com/2008/8/tacebook-
faces-class-action-suit-over-beacon-ad-system.
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advertising witheut inferming er seeking permissien frem its users,””
thus vielating enline privacy and cemputer fraud laws.”s

The lawsuit and uprear centinued until Facebeek shuttered the Bea-
cen pregram as part ef a prepescd settlement te the 2009 class actien
lawsuit.”® Theugh the case was scttled, Facebeek denicd every accusa-
tien in the claim.®® Several years later, Zuckerberg admitted that Beacen
was a “high prefile” mistake.3!

C. February 2009 Change in Terms of Service

On February 6, 2009, Facebeek changed its terms ef service by
eliminating several lines of text.®2 Prier te the change ef the terms eof
service, Facebeek’s terms stated that when a user clesed an acceunt en
Facebeek, all rights Facebeek claimed te eriginal centent upleaded by
the user expired.3® The altered terms permittcd Facebeek te utilize
upleaded centent fer perpetuity, permitted Facebeek te sublicense a
user’s centent witheut paying reyalties, and permittecd Facebeek te use a
user’s name, likeness and image fer any purpese.3* But terminatien ef a

77 See Perez, supra note 66; Sridharan supra note 76.

78 See Anastasia Ustinova, Suit Says Facebook Ad Program Invaded Privacy, SFGATE
(Aug. 15,2008, 4:00 AM), http://www.sfgate.com/business/article/Suit-says-Facebook-ad-pro-
gram-invaded-privacy-3273100.php. Along with Facebook, many companies that participated
in the Beacon program were also named as defendants in the suit. /d.

79 See Cecilia Kang, Facebook Shuts Beacon Advertising Program that Shares Info on
O®nline Shopping. WasH. Pest (Bec. 9, 2009 10:00 AM), http://voices.washingtonpost.com/
posttech/2009/12/facebook_shuts_beacon_adverist.html. See also Jon Brodkin, Facebook
Halts Beacon, Gives $9.5M to Settle Lawsuit, PCWerLD (Dec. 8, 2009, 1:39 PM), http://www.
peworld.com/article/184029/facebook_halts_beacon_gives_9_5_million_to_settle_lawsuit.
html. Facebook also set up a $9.5 million dollar fund for a non-profit foundation that will
support online satety and privacy. See id. The lawsuit settlement was appealed to the United
States Court of Appeal for the Ninth Circuit and upheld. See Lane v. Facebook, Inc., 696 F.3d
811, 812 (9th Cir. 2012).

80 See Kang, supra note 79.

81 Mark Zuckerberg, @ur Commnitinent to the Facebook Community, FacEzeex BrLec
(Nov. 29, 2011, 9:39 AM). https://blog.facebook.com/blog.php?post=10150378701937131.
The eliminated lines of the terms of service are as follows: “You may remove your User
Content from the Site at any time. If you choose to remove your User Content, the License
granted above will automatically expire, however you acknowledge that the Company may
retain archived copies of your User Content.” Walters, supra note 58.

82 See Brad Stone & Brian Stelter, Facebook Withdraws Changes in Data Use, N.Y.
Tmves (Feb. 18, 2009), available at http://www.nytimes.com/2009/82/19/technology/internet/
19tacebook.html? _r=0.

83 See Walters, supra note 58.

84 See Walters, supra note 58. The new terms of service stated the following:

“You hereby grant Facebook an irrevocable, perpetual, non-exclusive, transferable

fully paid, worldwide license (with the right to sublicense) to (a) use, copy. publish,

stream, store, retain, publicly perform or display, transmit, scan, reformat, modify,
edit, frame, translate, excerpt, adapt, create derivative works and distribute (through
multiple tiers), any User Content you (i) Post on or in connection with the Facebook

Service or the promotion thereof subject only to your privacy settings or (ii) enable a

user to Post, including by oftering a Share Link on your website and (b) to use your
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user’s acceunt weuld ne lenger terminate Facebeek’s right te the user’s
centent.®>

Facebeek’s right te a user’s data weuld centinue even if a Facebeek
user remeved all eof the user’s phetegraphs, deleted cach ef the user’s
friends frem the user’s Facebeek page, and canceled the user’s ac-
ceunt.’¢ This change eriginally came with little publicity until The Cen-
sumerist, a bleg ewned by a subsidiary ef Censumer Reperts, breught
the altered terms of service te light en February 15.37

In respense te public attentien te the changes in Facebeek’s terms,
the Electrenic Privacy Infermatien Center and ether greups planncd te
file a cemplaint with the Federal Trade Cemmissien (FTC) alleging un-
fair and deceptive trade practices.®® The claim was greundcd en
Facebeek’s repeated premises te users that users ewned the centent they
shared.®® The erganizatien claimed that the altered terms of service were
intended te give advertisers access te centent centributed by users, and
that the centent semetimes revealed private details abeut a user’s life.”®

In erder te stave off the planned cemplaint with the FTC, Facebeek
retreated frem the change ef terms eof service.®! In erder te placate
Facebeek users, Facebeek invited all users te help centribute te a new
Bill ef Rights and Respensibilitics fer the cempany.®> Bespite
Facebeek’s appecasement of Electrenic Privacy Infermatien Center, the
FTC filed a cemplaint against Facebeek ever the issues.??

D. Facebook Privacy Issues in 2010

On May 5, 2010, Facebeek users discevered a glitch that permitted
access te the private infermatien ef their Facebeek fricnds.®* Altheugh
this glitch was temperary, the privacy breach ‘“heightened a feeling

name, likeness, and image for any purpose, including commercial or advertising,

each of (a) and (b) on or in connection with the Facebook Service or the promotion

thereot.”
Id.

85 See Walters, supra note 58.

86 See Sullivan, supra note 56.

87 See Walters, supra note 58.

88 See Stone & Stelter, supra note 82.

89 See id.

90 See id.; Walters, supra note 55.

91 See Stone & Stelter, supra note 82.

92 See id.

93 See Facebook, Inc., No. 092-3184, 2011 WL 7096348, at *1 (F.T.C. Nov. 29, 2011).
In its complaint, the FTC included a charge that Facebook materially changed promises to
keep information private. See id. Iq 19-29 at *4-6.

94 See Jenna Wortham, Facebook and Privacy Clash Again, N.Y. TiMEs, May 6,201, at
B1, available at http://www.nytimes.com/2010/@5/86/technology/internet/@6tacebook.html.
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ameng many users that it was beceming hard te trust the service te pre-
tect their persenal infermatien.”?3

The privacy issues centinued with a change in the design eof
Facebeek prefiles. Facebeek began causing seme previeusly private in-
fermatien ef its users te beceme public because of the way the inferma-
tien was linked te the user’s prefile.”¢ This change caused the Electrenic
Privacy Infermatien Center (EPIC)*7 te file a cemplaint with the FTC.”3
Unlike the planned cemplaint in 2009, Facebeek did net strike a deal
with EPIC te prevent the FTC filing.®® In respense te the filed cemplaint
the FTC and Facebeek prepescd a scttlement barring Facebeek frem
making future changes te users’ privacy settings witheut their affirmative
censent, as well as requiring Facebeek te implement a cemprehensive
privacy pretectien pregram and submit te independent privacy audits fer
twenty years.'®® The terms eof the settlement were finalized in August ef
2012.101

E.  Find Friends Nearby Feature

In Junc ef 2012, Facecbeek created a “Find Friends Nearby” fea-
ture.'®2 This permitted Facebeek users te lecate their friends nearby us-
ing the GPS feature prevalent en mebile phenes.'®® The feature was
intended te permit a Facebeek user te “quickly leek up and ‘friend’
semecenc” whe the user had met in persen.'®* Rather than receiving ac-
celades Facebeek experienced a backlash frem its users, seme labeling

95 See id.

96 See id.

97 The Electronic Privacy Information Center is a public interest research center located
in Washington, BC established “to focus public attention on emerging civil liberties issues and
to protect privacy, the First Amendment, and constitutional values.” About EPIC, ELECTR@NIC
Privacy INFermaTIeN CENTER, http://epic.org/epic/about.html (last visited Mar. 6, 2013).

98 See Wortham, supra note 94, at B1.

99 See supra Part 1IL.C.

100 See Facebook, Inc., No. 092-3184 (F.T.C. Nov. 29, 2011) (agreement containing con-
sent order), http:/ftc.gov/os/caselist/@923184/111129facebookagree.pdf; see also In re
Facebook, ELEcTReNIC PRIvACY INFervATION CENTER, http://epic.org/privacy/inrefacebook
(last visited July 12, 2013).

101 See News Release, Federal Trade Commission, FTC Approves Final Settlement with
Facebook (Aug. 10, 2012), available at http://ttc.gov/opa/2@12/88/facebook.shtm.

102 See Joanna Stem, Facebook ‘Find Friends Nearby' Lets You Find New Friends
Around You, ABC News, (June 25, 2012, 11:21 AM), http://abcnews.go.com/blogs/technol-
ogy/2012/86/facebook-find-friends-nearby-lets-you-find-new-friends-around-you. Facebook
released a statement after the feature was available stating the feature was not a full release,
but rather a test. See id.

103 See id.

104 John . Sutter, Facebook Pulls Location-Tracking Feature, CNN (June 26, 2012, 6:12
PM), http://www.cnn.com/2012/86/26/tech/social-media/facebook-pulls-find-friends-nearby/
index.html.
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the feature a “stalking app,”'®> causing Facebeek te ecliminate the
feature. 196

IV. FaccBeexk’'s CURRENT TERMS @F SERVICE, PrRivacy PeLicy
TerMS, AND NEw UsER SIGN-Ur PrecCESS

A. The Current Sign-Up Process for Facebook

Te jein Facebeek a new user must ge te Faccheek’s heme page te
sign up.'*” The new user is required te input a first and last name, give an
email address, select a passwerd, enter a birthday, select the user’s gen-
der, and then click “Sign Up.”!*® On that same page, in a fent size
smaller than the rest of the sign-up materials, is the fellewing: “By click-
ing Sign Up, yeu agree te eur Terms, and that yeu have read eur Bata
Use Pelicy, including eur Ceekic Use.”!*° The werds “Terms,” “Bata
Use Pelicy,” and “Ceekic Use” are hyperlinked se that clicking en each
link brings a new user te the apprepriate pelicy.!'® Upen filling in the
required infermatien and clicking the “Sign Up” butten, the new user is
transperted te the “Getting Started” page of Faccbeek and is frec te cen-
tinue te the site witheut perferming ether requircd cenduct.!!!

B.  Facebook’s Previous User Sign-Up Process: Fteja v. Facebeek,
Inc.112

In Fteja, the Seuthern Bistrict of New Yerk upheld Facebeek’s pre-
vieus sign-up precess as giving reasenable netice te petential users of its
ferum selectien clause.!''> Hewever, the previeus sign-up precess is dif-
ferent frem the current precess. Thus, new analysis is needed te deter-
mine whether Facbeek gives reasenable netice te its users with its new
sign-up precess. Further, the right te privacy sheuld receive greater pre-
tectien than a ferum selectien clause, which determines where a user
may file a claim against Facebeek. Being ferced te litigate in Califernia
is an anneyance and sacrifice that many may be willing te take en fer a

105 Jd., see also Wave Copeland, How to Use Facebook’s Newest Stalking App, REaD-
WrItEWEB (June 25, 2012), http://readwrite.com/2012/86/25/how-to-use-tacebooks-newest-
stalking-app.

106 See Stacy Curtin, ‘It Is Not @ur Intention to Sell Your Photos’: Instagram Co-
Founder, CNBC (Bec. 19, 2012, 11:10 AM), http://www.cnbc.com/id/100327905/@391t_Is_
Not_@ur_Intention_to_Sell_Y our_Photos®39_Instagram_CoFounder.

107 Faceseexk, https://www.facebook.com (last visited Feb. 4, 2014).

108 j4

109 j4.

110 J4.

111 j4

112 841 F. Supp. 2d 829 (S.B.N.Y. 2012).

113 See id. at 841. This case pertained to a forum selection clause within the terms of
service causing all litigation involving Facebook to occur in a federal court located in Santa
Clara County, California. See id.
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less expensive preduct. Hewever, unknewingly sacrificing privacy
rights fer the “free” use of a secial media website is a serieus vielatien ef
rights that requires mere disclesure.

In Freja, the sign-up precess at the time censisted of clicking a bex
that said “Sign Up” en twe distinct pages.!'* On the first page, the pe-
tential user was required te fill eut persenal and centact infermatien.!!s
Once the petential user clicked en the bex labeled “Sign Up,” the user
was taken te a sccend page titled “Security Check.”!'¢ On this page, the
user was required te enter a series of characters displayed en the page,
and ence again click en the “Sign Up” butten.''” Immediately belew
that butten appeared the fellewing text: “By clicking Sign Up, yeu are
indicating that yeu have rcad and agree te the Terms ef Service.”!3
“Terms of Service” was underlined, indicating the text was a hyperlink
that ceuld be clicked en te bring the user te Faccbeek’s terms ef
service.!1?

The ceurt, relying partly en Carnival Cruise Lines, Inc. v. Shute,'>®
feund that the user assented te Facebeek’s ferum selection clause during
the sign-up precess because a hyperlinked “Terms eof Use” phrase is
equivalent te a sign that states “Click Here fer Terms of Use.”!?! Once
the users assented te the terms, the ceurt leeked at the public pelicy
ramificatiens ef the ferum selectien clause that required all litigatien te
eccur in the Nerthern Bistrict of Califernia.’>> Because beth the wit-
nesses and Facebeek empleyees, in additien te the relevant decuments in
the case, were lecated in the Nerthern Bistrict of Califernia, the ceurt
feund litigatien there weuld be “mere legical, cenvenient, and just.”123
Thus, petential plaintiffs weuld be fercecd te litigate in Califernia, the
lecatien where many if net all ef the witnesses and evidence required fer
the trial weuld be lecated.

While the Freja ceurt’s analysis may seem seund at first glance, and
thus applicable te the current Facebeek sign-up precess and terms ef
service, there are several weaknesses. First, in the cases cited by the

114 See id. at 834.

115 See id.

116 See id. at 835.

117 See id.

118 See id.

119 See id.

120 499 U.S. 585 (1991). In Carnival Cruise Lines, the Supreme Court upheld a forum
selection clause in fine print on the back of a cruise ticket, even though purchasers did not
receive the ticket until some time after purchase. Thus, the purchasers were bound by the
terms even though they did not receive notice of them until after the purchase. See id.

121 Fteja, 841 F. Supp. 2d at 841.

122 See id.

123 Jd. at 844. The court also found that Fteja had not pointed to “any significant connec-
tion between his action and [the Southern Bistrict of New York]” where Fteja had filed his
claim.
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ceurt in Freja, the user of the vender’s services each purchased an ex-
press use of the service. In Carnivel Cruise Lines, the plaintiffs had
“purchascd passage fer a 7-day cruise en petitiener’s ship, the Tropi-
cale.”'>* The purchasers paid a fare directly and expressly te a travel
agent fer the purpese ef exchanging the payment fer a cruise, and the
travel agent in turn paid the defendant cruise ship cempany.'>3 In Effron
v. Sun Line Cruises, Inc.,'2° the plaintiffs had “purchascd a 17-day
Seuth American vacatien package threugh her Flerida based travel
agent,” And making an express payment in exchange fer a vacatien. !>’
In beth Carnival Cruise Lines and Effron, the plaintiffs were held te have
had reasenable netice ef unseen terms after purchasing and paying fer
the right te use a service.

Unlike in the abeve cases, a Facebeek user decs net pay a menetary
fee te utilize the services of Facebeek’s secial media website.!?® Rather,
the user pays an implicit price during sign up by permitting Facebeek te
gather infermatien en the user, including the user’s name, age, birthday,
gender, and any phetes pested.’>® In many cases, a rcasenable user
weuld net be aware eof the price users implicitly pay upen cempleting
Facebeek’s sign-up precess. Thus, unlike in Carnival Cruise Lines and
Effron, there is ne express payment frem the purchaser te the vender that
weuld place a reasenable persen en netice that the vender may have
terms of service.'?® While ene expects centract terms te be present when
purchasing a geed er service, such as a return pelicy er cenditiens ef use
of the service, it is less apparent, pessibly even cencealed frem a reasen-
able persen’s knewledge, that Facebeek will encreach upen a user’s
right te privacy when the individual user makes ne express purchase.

Further, the Ceurt in Freja analegizes the Facebeek sign-up precess
te a simple readside fruit stand.'3! The ceurt states:

The situatien might be cemparcd te enc in which
Facebeek ‘maintains a readside fruit stand displaying
bins ef apples.” Fer purpeses ef this case, suppese that
abeve the bins ef apples are signs that say, ‘By picking

124 Carnival Cruise Lines, 499 U.S. at 587.

125 See id.

126 67 F.3d 7 (2d Cir.1995).

127 J4.

128 See Wavid Goldman, You're @nly Worth $1.21 to Facebook, CNN Me~ey, (May 16,
2012) http://money.cnn.com/2012/85/16/technology/facebook-arpu/index.htm (‘Facebook cus-
tomers don’t pay the social network directly—they upload personal information, which
Facebook uses to attract advertisers.”).

129 See Facebook’s Wata Use Policy, Faceseex, http://www.facebook.com/about/pri-
vacy/your-info (last visited Feb. 4, 2013).

130 Fteja v. Facebook, Inc., 841 F. Supp. 2d 829, 839 (S.B.N.Y. 2012).

131 4. The court in Fteja adopts the analogy from a previous court of appeals case from
the Second Circuit: Register.com, Inc. v. Verio, Inc., 356 F.3d 393, 401 (2d Cir. 2004).
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up this apple, yeu censent te the terms of sales by this
fruit stand. Fer these terms, turn ever this sign.’ 132

Just as in the cases cited by the ceurt, the fault in the reasening lies
in the analegy. With a fruit stand, a purchase ef an apple will lead a
reasenable persen te believe there is seme type eof return pelicy. Fer
example, if a custemer beught a retten apple infested with werms, the
custemer weuld believe that a return er exchange weuld be permitted.
Thus, a reasenable persen weuld believe that additienal terms existed
besides the exchange ef an apple fer meney. The exchange ef currency
feor the preduct dictates that terms such as a return pelicy exist. Thus, if
semething gees wreng, it is pessible fer the custemer te be restercd te
their previeus pesitien.

But with Facebeek, the situatien is significantly different. A rea-
senable persen may net expect terms te exist when signing up fer a
“free” website, especially when never expressly agreeing te terms by
clicking en “I Agree” eor similar language. When a user signs up, they
are net expecting a return pelicy te be hidden semewhere en the website
because in the user’s mind, ne purchase has eccurred that weuld require
a return of a purchase price. Thus, they de net expect werms in the
preduct that weuld require a return er exchange because ne meney has
changed hands. But Facebeek’s cellection and distributien in te adver-
tisers of the user’s demegraphics and ether private infermatien is the
price paid by the user. The infermatien Facebeek ebtains leads te a large
part of Facebeek’s revenue.!33 This price is paid implicitly instead eof
explicitly as in the cases cited by the ceurt er the fruit stand analegy.
While the individual whe pays fer a preduct gets less pretection cencern-
ing centract fermatien, the actual exchange ef cash makes it clear that an
agreement is eccurring.

Further, ence a user’s infermatien is disseminatcd te Facebeek,
there can be ne return ef the implicit purchase price. If the user finds
“werms” inside Facebeek, the user can never be placed in the same pesi-
tien as immediately after the exchange because Facebeek cemmeditized
the user’s infermatien by selling it te advertisers.!>* The user seld a

132 Fteja, 841 F. Supp. 2d at 839 (citations omitted).

133 Goldman, supra note 128. The average revenue per user is $1.21 per quarter, or $4.84
per year. See id.

134 The use of user’s private information has led to lawsuits. For example, a recent class
action lawsuit involving Facebook involved the use of Sponsored Stories. Fraley v. Facebook,
Inc., 830 F. Supp. 2d 785 (N.B. Cal. 2011). If a user clicked on the like button of a brand or
corporation, the user’s friends could start seeing the corporation’s advertisements with the
user’s name and photograph. Laurie Segal, Facebook Could Pay Users in Class-Action Spon-
sored Stories Settlement, CNN MenNEY, (Jan. 28, 2013) http://money.cnn.com/2013/@1/28/
technology/social/facebook-class-action/index.html. In response to suit, Facebook offered a
settlement which included changing its terms of services to “more clearly explain how Spon-
sored Stories” work. Id.
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cemmaedity, the user’s privacy and infermatien, te Facebeek in exchange
for use of the website. While a user may be able te cancel the Facebeek
acceunt, it is impessible te retrieve infermatien that has likely alrecady
been disseminated and used by Facebeek te attract advertisers and third-
party applicatiens. This is unlike purchasing a piece eof fruit frem a fruit
stand. If a user ef the fruit stand bites inte an apple te find it is retten te
the cere, the apple may be returned feor a refund and the parties breught
back te the same pesitien as befere they had centracted. If a Facebeek
user signs up te the website enly te find that the preduct is retten te the
cere, the user cannet get back the private infermatien seld by Facebeek
and pessibly used by advertisers. The substantive right ef privacy is dis-
tinct frem the right te cheese a ferum te litigate claims and must be
treated as such in an analysis cencerning whether reasenable netice was
given.

C. Facebook’s Current Sign-Up Process, Reasonable Notice, and
Mutual Assent

1. Reasenable Netice of Terms of Service Permitting Facebeek
te Gather and Bistribute a User’s Private Infermatien

In centracting, whether in the real werld or enline, manifestation of
assent is an integral part ef the precess, fer witheut assent determined
ebjectively, there can be ne centract.’3> Centracting en the Internet is
different frem real-werld centracting. “Reasenably censpicueus netice
of the existence of centract terms and unambigueus manifestation ef as-
sent te these terms by censumers are essential if electrenic bargaining is
te have integrity and credibility.”’*¢ When a clickwrap agreement is
scrutinized, “[c]eurts evaluate whether a clickwrap agreement’s terms
were clearly presented te the censumer, the censumer had an eppertunity
te rcad the agreement, and the censumer manifested an unambigueus
acceptance eof the terms.” It is because of this ratienale and analysis ef
the abeve facters that ceurts censistently upheld clickwrap agreements
where a user must screll threugh the terms and click a bex with the
werds “I Agree” er ether similar language within the bex. On the ether
hand, ceurts eften find a lack ef reasenable netice of terms within brew-
sewrap agreements where the terms are lecated en a separate page and
the user need net click en a bex that states “I Agree” er ether similar
language. '3’

135 See Specht v. Netscape Commc’ns. Corp., 306 F.3d 17, 28 (2d Cir. 2002); Koch In-
dus., Inc. v. Does, 2:10CV1275DAK, 2011 WL 1775765 (B. Utah May 9, 2011). See also
RESTATEMENT (SECcenD) oF CenTrRACTS § 19 (1981).

136 Specht, 306 F.3d at 35.

137 See supra Part 1L
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Facebeek’s current sign-up precess is mere like brewsewrap than
clickwrap. When a user signs up fer Facebeek, the user is net required
te screll threugh a list ef terms, as weuld a user in a clickwrap agree-
ment. Such a user may net expect additienal terms when signing up fer
what the user believes te be a free service. This is especially true when
the additienal terms help weaken a right that is held te be sacred threugh
public pelicy.

But Facebeek’s sign-up precess is net typical brewsewrap either.
In a typical brewsewrap agreement, a user must screll te the bettem ef
the screen in erder te find a link te the terms eof service of the website.
Here, Facebeek has the links directly en the page abeve the bex labeled
“Sign Up” where it states, “By clicking Sign Up, yeu agree te eur Terms
and that yeu have read eur Bata Pelicy, including eur Ceekic Use.” The
werds “Terms,” “Bata Pelicy,” and “Ceekic Use” are all links te the
terms of use of the site. This statement abeve “Sign Up” is in size 8.5
fent, whereas the bexes required te be filled eut during the registration
precess and the “Sign Up” butten are larger than the linked terms.

Reasenable netice is net given te Facebeek users regarding the in-
fermatien centained within Facebeek’s Terms of Service. A user is net
required te click en a bex that says “I Agree.” Rather, the user must
click en “Sign Up.” The statement which inferms the user of the agree-
ment is smaller and in a different fent celer than the rest of the page.
While this precedure gives seme netice, it is net reasenable netice fer
giving up privacy rights because of the impertance ef the substantive
right ef privacy.

2. The Substantive Right ef Privacy is Bistinct frem the Right
te Cheesc a Ferum fer Litigating Claims

Altheugh the ceurt in Freja v. Facebook'*® upheld en reasenable
netice greunds a similar previeus sign-up precess fer Facebeek that alse
did net fit neatly inte a pure clickwrap er brewsewrap categery, the is-
sues are distinct. A ferum seclectioen clause decs net climinate a user’s
censtitutienal right te a trial by jury. While the right te a trial by jury fer
civil cases is a legally pretected censtitutienal right,!>® a ferum selectien
clause decs net destrey the right, but rather fecuses the lecatien eof the
trial in a specific ceurt. This may incenvenience a plaintiff, but it dees
net destrey the right te trial by jury.

In Freja, the forum selection clause did net limit the filing of claims
te a jurisdictien that weuld be unsympathetic te the claim. Instead, the
ceurt feund that the lecus ef eperative facts weuld appear te be in the

138 841 F. Supp. 2d 829 (S.B.N.Y. 2012).
139 U.S. Censt. amend. VIL
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Nerthern Bistrict of Califernia, the jurisdictien in which Facebeek’s fe-
rum selectien clause declared litigatien weuld eccur.'*® The actien
against Facebeek in Freja was fer breach ef centract. In a breach ef
centract case, the lecus ef eperative facts leeks at “where the centract
was negetiated or executed, where it was te be perfermed, and where the
alleged breach eccurred.”!#! In a claim ef centract breach against
Facebeek, altheugh Facebeek’s secial media website was meant te be
utilized and available anywhere in the werld,'*> Facebeek’s terms ef
service were drafted and executed by Facebeek in Pale Alte, which is
lecated in the Nerthern Bistrict of Califernia.!#®* Lastly, any breach by
Facebeek weuld likely eccur in its Pale Alte headquarters lecatien where
the cerperatien resides.#+ Thus, a reasenable persen ceuld expect terms
te be present that permit the cempany te be sued in a lecatien that is
cenvenient fer evidence purpeses and minimizes ether transactien
cests. !4

Privacy is unlike a ferum selectien clause in several ways. First, the
privacy rights given up by a Facecbeek user upen cemplection ef the
Facebeek sign-up precess destrey these rights cempletely. Unlike a fe-
rum selection clause, Facebeek can and dees sell the user’s private infer-
matien fer a prefit. Facebeek cannet sell its ferum selectien clause and
sell the right te ferce litigatien inte the Nerthern Bistrict of Califernia te
anether cempany er individual. A Facebeek user is still free te file a
claim against ethers whe may cemmit a centract breach er tert in a juris-
dictien eof the user’s cheesing.'#¢ But ence Facebeek ebtains a user’s
privacy rights, the rights beceme a commedity that can be seld and trans-
ferred te advertisers and ethers fer a price.

Because eof its terms permitting Facebeek te aggregate cellected pri-
vate user infermatien with ether data, such as public recerds and credit
sceres, the data cempiled by Facebeek creates a prefile ef a persen
“mere accurate, and mere detailed than any file ever cempiled by J. Ed-
gar Heever.”!'47 “It is pessible that [the user] can be knewn better by
these data aggregaters than by [the user’s] ewn friends and kin.”'#% [f
Facebeek sells the data te a third party, the data ceuld be used fer com-

140 Fteja, 841 F. Supp. 2d at 842.

141 [d ; see also Reinhard v. Bow Chem. Co., 7 Civ. 3641(RPP), 2007 WL 2324351
(S.B.N.Y. Aug. 13, 2007).

142 See id.

143 Fteja, 841 F. Supp. 2d at 842.

144 See id.

145 See, e.g., Carnival Cruise Lines, Inc. v. Shute, 499 U.S. 585, 593 (1991); Effron v.
Sun Line Cruises, Inc., 67 F.3d 7, 8 (2d Cir. 1995).

146 Agssuming all jurisdictional rules are properly met.

147 Richard J. Yurko, Don’t Click This Article!, Bestex Bar ., Fall 2012, http://boston
barjournal.com/2012/89/12/dont-click-this-article.

148 J4.
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mercial, pelitical, er pessibly even nefarieus ends, depending en the final
resting peint ef the infermatien.!*® The reasenable expectatien ef a
Facebeek user decs net centemplate the pessibility that the data ceuld be
used by anyene willing te purchase the infermatien.'>®

3. Terminatien er Cemplection of the Agreement

The terminatien er cemplection of a centract by either party has dif-
ferent censequences depending en whether the clause unknewn te the
user is a ferum selection clause or a “‘sale” ef privacy rights. Once the
parties cemplete perfermance ef a centract, a ferum selectien clause
ceases te exist. Because the user dees net need te have any further cen-
tact with the ether party, the ferum selectien clause is rendercd meet.
But the privacy right seld has different censequences en centract cem-
pletien. When a user cancels his Facebeek acceunt, ending the agree-
ment between the user and Facebeek, the “sale” ef the user’s privacy
rights will have already eccurred. By that peint, Facebeek, and pessibly
third-party Facebeek applicatiens, will have already cellected and aggre-
gated the user’s data. The end ef the centract terminates Facebeek’s
rights te the centinued cellection of a user’s data.’>! But it leaves the
previeus data cellected at the mercy ef Facebeek and ethers whe
Facebeek may have permitted te cellect data.'>> Facebeek ceuld cen-
tinue te sell the user’s persenal data, data which the user almest certainly
believes will beceme private ence the user deletes his acceunt. Because
this data can be beught by anyene with the ability te pay, it is impessible
te determine hew er fer what purpese the data already purchased has
been used or hew it will centinue te be used. Unlike a ferum selectien
clause which ends when the centract is cemplete, the “sale” of ene’s
privacy rights, and the censequences ef that sale, cannet be undene.

149 Jd. The possibility of the use of this data in myriad ways has not escaped the notice of
the Federal Trade Commissioner. See FEDERAL TRADE CemmissieN, REperT, PR@TECTING
CeNsUMER PRIvacy IN AN ErA @F RAPID CHANGE: RECOMMENDATIONS FOR BUSINESSES AND
PeLicymakers (March 2012), available at http://www.ttc.gov/os/2012/83/120326privacyre-
port.pdt.

150 See Yurko, supra note 147.

151 See Statement of Rights and Responsibilities, Facezeex (Nov. 3, 2013, 6:19 PM),
http://www.tacebook.com/legal/terms (‘“This IP License ends when you delete your IP content
or your account unless your content has been shared with others, and they have not deleted
it.”). But see Data Use Policy, FaceBeex, (Nov. 3, 2013, 6:19 PM), https://www.facebook.
com/full_data_use_policy#deleting [hereinafter Data Use Policy] (“When you delete an ac-
count, it is permanently deleted from Facebook. It typically takes about one month to delete an
account, but some information may remain in backup copies and logs for up to 90
days. . . . Certain information is needed to provide you with services, so we only delete this
information after you delete your account. Some of the things you do on Facebook aren’t
stored in your account, like posting to a group or sending someone a message . . . . That
information remains after you delete your account.”).

152 See Data Use Policy, supra note 151.
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There is a further difference between the types eof clauses in the
decision te create a public recerd after the terminatien ef the centract.
The filing ef a lawsuit is a public matter. A user can take inte acceunt
the ferum selectien clause when determining whether or net it weuld be
a prudent meve te geo ferward with a lawsuit, given the circumstances of
the user’s situatien, and, censequently, te create a public recerd en the
matter. One whe files a claim creates a recerd that is “presumed te be
epen te the public.”153 Recerds of filed claims are eften available enline
and searchable by party name.’”* Filing a lawsuit is a censcieus actien,
and the filer can view the censequences of such cenduct with feresight.
The decisien te file a lawsuit is semething that an individual will typi-
cally centemplate and seek guidance and ceunsel en befere cheesing the
preper ceurse of actien. An individual may cheese whether er net te
exercise this right. In centrast, as discussed abeve, upen terminatien ef a
user’s Facebeek acceunt, the extent third parties use the user’s data fer
purpeses that generate a searchable public recerd is impessible te deter-
mine.!> The Facebeek user ne lenger has any cheice in the matter.

4. The Lack of Reasenable Netice and Substantive Bifferences
Between a Ferum Selection Clause and the “Selling” of a
User’s Privacy Rights Lead te Lack of Mutual Assent

The cencept of ferum selection is whelly distinct frem the cencept
of privacy. The privacy rights invaded by Facebeek are rights that many
may find te be pewerful. In everyday secial situatiens, peceple meet vari-
eus ether peeple in public while geing abeut their daily activities. The
meeting and intreductien may be brief or last for a lenger peried of time.
The nermal expectatien is that these new acquaintances weuld net turn
the ether persen’s name and phetes inte cemmeditics, or sell that infer-
matien te advertisers. Altheugh intreductiens may be made and phetes
taken in public they are nevertheless private in the respect that they will
net nermally be cemmeditized and seld. Interacting with Facebeek, en
the ether hand, decs net parallel these nermal, everyday interactiens.
Facebeek intreduces itself te the user by requiring the user te cemplete a
sign-up precess that requires the user te give his er her real name, rather
than a pscudenym er screen name as many websites require. Sign up

153 Paul Grabowicz, Civil Court Lawsuits: Introduction, UC BERKELEY GRADUATE
ScHeeL eF JeURNALISM (@ct. 24, 2012), http://multimedia.journalism.berkeley.edu/tutorials/
civil-court-lawsuits.

154 For example, the Superior Court of California County of Los Angeles maintains a
public website where a visitor can “‘search by name for litigants in Civil, Small Claims, Family
Law, and Probate cases in the Los Angeles Superior Court via [its] secure web server.” Civil
Party Name Search, SUPERI@R COURT ®F CALIF®@RNIA COUNTY @F Le@s ANGELES, https://www.
lasuperiorcourt.org/onlineservices/civillndex (last visited Feb. 15, 2014).

155 See Data Use Policy, supra note 151.
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then requests that the user pest a phete. Once this is cemplete, Facebeek
ewns the right te sell and distribute the user’s name and phete te adver-
tisers. This transferms a brief enceunter that weuld erdinarily fade inte a
private memery inte a public cemmedity that is seld fer a prefit te any
entity er persen willing te pay.

A reasenable persen expects their name and likeness, as unique and
inherent persenal attributes, te remain their right and preperty. This ex-
pectatien is distinguishable frem any expectatien of a right te ferum se-
lection in filing a lawsuit, which is net inherent in an individual, but
rather arises dependent en external cenditiens. In erder fer a user te
assent te the sale of his er her right te privacy, clear and manifest netice
must be given.'3¢ With Facebeek’s current sign-up precess, Facebeek
turns areund the assumptien that a user ewns his er her private inferma-
tien and states that the user is selling it te the site in exchange fer website
use, and decs se witheut reasenable netice. Facebeek turns the “intre-
ductien” between the user and the website inte a marketable event, al-
theugh the user is excluded frem enjeying any part ef the ecenemic gain
frem sale of his name and phete. This precess takes infermatien frem
the user that is net inherently public and merphs it inte a public recerd
that can be turned inte a commedity distributed fer a prefit te any ether
persen eor entity with the meney. This is unlike a ferum selectien clause,
which limits a right that is ever-present in the public demain. Facebeek
sheuld carefully evaluate the centract fermatien precess and ensure rea-
senable netice is given te the user that an agreement is being fermed and,
within that agreement, that the user is selling part ef his er her right te
privacy.

V. REMEDYING FaceBeexk’s LAck eF REAseNABLE NeTICE eF ITs
TeERMS @F SERVICE EXTRACTING THE Less erF Privacy
Ricuts rreM FaceBeex UsSERS

Public pelicy pretects the right te privacy, but it decs net prevent
individuals frem veluntarily and knewingly yiclding the right.'s7 But fer
a transactien te eccur that invelves the yiclding eof the right te privacy,
reasenable netice must be given te the party whe will be giving up his er

156 See Specht v. Netscape Commc’ns Corp., 306 F.3d 17, 30 (2d Cir. 2002) ( “[Aln
offeree, regardless of apparent manitestation of his consent, is not bound by inconspicuous
contractual provisions of which he is unaware, contained in a document whose contractual
nature is not obvious.” ). See also ProCB, Inc. v. Zeidenberg, 86 F.3d 1447, 1450 (7th Cir.
1996) (“[A] contract includes only the terms on which the parties have agreed. @®ne cannot
agree to hidden terms . . . .”). @ne Beacon Ins. Co. v. Crowley Marine Servs., Inc., 648 F.3d
258, 268 (5th Cir. 2011) (citations omitted) (‘“Notice of incorporated terms is reasonable
where, under the particular facts of the case. ‘[a] reasonably prudent person should have seen’
them.”).

157 See supra text accompanying note 42.
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her right te privacy.'® Facebeek’s sign-up precess is mere akin te
brewsewrap than clickwrap, and thus decs net give reasenable netice te
Facebeek users eof the privacy rights “seld” by the user fer the right te
use Facebeek.

The netice previded fer ferum selectien clauses that is censidered
reasenable netice and adequate fer gaining assent te litigatien in a speci-
fied ferum is inadequate in the case of privacy rights because of the di-
vergence of the impertance of the distinct rights. The selling of ene’s
privacy leaves enly a vestige of the right te privacy. Setting litigatien in
a ferum that is cenvenient fer ene party, and is likely te alse be the mest
cenvenient jurisdictien, leaves mere than a vestige of a right fer the user
because the right given up cannet be seld te ether entities.

While privacy is an impertant right, it is net invielable. Americans
give up privacy rights every day when they sign up fer centests, sign up
for leyalty cards at supermarkets, and when they sign up fer mailing lists.
In each ef these instances, the persen has reasenable netice of the surren-
dered rights because they are listed en the sign-up sheet, or the persen
must screll threugh the rights that are given up befere clicking en I
Accept.”'5® This is especially impertant in an enline agreement situa-
tien, where a typical user weuld require seventy-six werk days each year
in erder te read each website’s privacy pelicies visited by a user.16®

Facebeek hides the ball by fercing its users te click threugh several
screens, with links that are smaller and ef a lighter celer than the sur-
reunding text, te determine what privacy rights are given up. Further,
Facebeek decs net ferce the petential user te click en “I Accept” se the
user manifests the acknewledgment ef the additienal terms. Instead, te
create a Facebeek acceunt, the user clicks en “Sign Up.” Thus,
Facebeek decs net give its user reasenable netice of the quid pre que ef
the exchange because “Sign Up” decs net have the same effect as “1
Accept.” Witheut reasenable netice, it is net pessible fer the user te
assent te the terms.

Facebeek ceuld rectify the lack of reasenableness and create mutual
assent by changing its sign up precess. Instcad of clicking en “Sign Up,”
Facebeek ceuld ferce the user te click en “I Accept” er “I Agree” in
erder te manifest that an agreement is eccurring. This weuld give clear
netice that an agreement was being fermed and that the user was as-

158 See supra text accompanying note 42.

159 See supra text accompanying note 42.

160 Keith Wagstaff, You'll Need 76 Work Days to Read All Your Privacy Policies Each
Year, Tme Teca (Mar. 6 2012) http://techland.time.com/2012/03/86/youd-need-76-work-
days-to-read-all-your-privacy-policies-each-year; see also Aleecia M. McBonald, Lorrie Faith
Cranor, The Cost of Reading Privacy Policies, 4 1/S: A J@eURNAL oF Law aND PeLicy Fer THE
INFerRMATION SeciETY 540 (2008), available at http://moritzlaw.osu.edu/students/groups/is/
files/2012/82/Cranor_Formatted_Final.pdf.
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senting te Facebeek’s terms. While many may understand that the sign-
up precess in legally analegeus te a written centract, the reasenable per-
sen decs net expect privacy rights te be “seld” for use by anyene willing
te purchase the infermatien by the simple precess currently required te
sign up fer Facebeek because privacy is an impertant right.'! Typically,
when a user signs up te a website by previding enly an email address, the
reasenable persen expects te receive premetienal emails frem the web-
site. But with Facebeek, mere than premetienal emails are sent te the
user. The user will alse receive targeted advertisements based en the in-
fermatien ebtaincd by Facebeek, including the pages the user has liked
and the user’s relatienship status.'6> The user will alse receive spam
email frem cempanies, seme legitimate cempanies as well as cempanies
that are intended te defraud. The user will alse receive target advertise-
ments based en their likes en Facebeek.In the past, Facebeek has even
effcred te share users’ heme addresses and cellphene numbers with third
parties.'®®> Seme apps Faccbeek gives access te ebtain even mere data
frem the user, which ceuld lead te spam email, as well as cellect infer-
matien en the user’s friends.'®* Thus, te give reasenable netice that mere
than just an email and name is being turned inte a cemmedity, mere is
needed se the reasenable persen understands the user is “paying”
Facebeek with privacy rights in exchange fer the website’s use. The
terms must be presented clearly te the user se the user knews seme terms
exists and is given a chance te read the terms befere manifesting assent.

In erder te give reasenable netice, and thus manifest mutual assent
te Facebeek’s terms eof service, Facebeek must change its sign-up pre-
cess frem its current brewsewrap-like centracting te be classic clickwrap.
The current sign-up precess is net true brewsewrap as the links fer the
terms of the agreement are net set at the bettem er tep ef the page. But
they are in small fent and a light celer near a bex that says “Sign Up”
rather than “I Agree” er similar language. Facebeek’s terms are net
preminent fer a petential user te see, much like traditienal brewsewrap.
Thus, altheugh Facebeek’s agreement precess is net traditienal brew-

161 For example, 66% of Americans do not want marketers to tailor advertisements to
their interests, in part because of privacy concerns. See Joseph Turow et al., Americans Reject
Tailored Advertising and Three Activities that Enable It 24-26 (2009), available at http://
papers.ssrn.com/sol3/papers.ctm?abstract_id=1478214.

162 See Lori Andrews, Facebook is Using You, N.Y. Times, Feb. 5, 2012, at SR7, availa-
ble at http://www.nytimes.com/2012/82/85/opinion/sunday/facebook-is-using-you.html?page-
wanted=all&_r=0.

163 See Bianca Bosker. Facebook to Share Users’ Home Addresses, Phone Numbers with
External Sites, Huffington Post, (Feb. 28, 2011), http://www.hutfingtonpost.com/2011/82/28/
facebook-home-addresses-phone-numbers_n_829459.html.

164 See Julia Angwin and Jeremy Singer-Vine, Selling You on Facebook, Wall St. J. (Apr.
7. 2012), available at http://online.wsj.com/news/articles/SB10001424052702303302504577
327744009046230.
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sewrap, the less than preminent pesting ef its terms of service and pri-
vacy pelicy make the agreement precess mere similar te brewsewrap
than clickwrap.

Facebeek must change its sign-up precess te be mere like tradi-
tienal clickwrap in erder te ebtain its users’ censent. Te start, befere
being permitted te click en “I Accept,” Facebeek sheuld require a peten-
tial user te screll threugh the terms ef service, including any privacy
rights “seld” as censideratien fer Facebeek’s premise te let the user cen-
tinue te use the website. By deing se, Facecbeek weuld place the user en
reasenable netice that his er her likeness, name, and ether infermatien
may beceme a commedity that may be seld er uscd fer advertising pur-
peses upen the cempletion of the sign-up precess when the user clicks en
“I Accept.” While each user may net step te rcad the terms, the simple
screlling threugh the terms gives reasenable netice that seme terms were
being assented te upen the cempletien of the sign-up precess.'®s If a
user neglects te read the terms, reasenable netice was given even theugh
the user declined te read the terms of the agreement. This leads te mu-
tual assent despite the user failing te adequately inferm herself eof
Facebeek’s terms.

Finally, te fend eff pessible future litigatien ever its privacy pelicy
and terms of service, Facebeek sheuld make clear that sign up censtitutes
a bargained fer exchange. Many petential users may net realize that
signing up te Facebeek is similar te a written centract er the purchase ef
ether geeds or services. This may be mest impertant te the parents ef
the 20 millien miners whe are Faccbeek members, 7.5 millien of whe
are under the age ef thirteen, 196 because the parents likely de net realize
that Facebeek is selling and distributing infermatien abeut their children
te unknewn individuals fer advertising and ether unknewn purpeses. 167

If Facebeek makes the abeve recemmended changes, it weuld rem-
edy the brewsewrap preblems and give reasenable netice te users of the

165 See supra text accompanying note 42.

166 See Katherine Noyes, Marketer Beware: 7.5 Million Facebook Users are Kids,
PCWerLD (May 12, 201110:40 AM), http://www.pcworld.com/article/227755/marketer_be-
ware_75_million_facebook_users_are_lads.html; CR Survey: 7.5 Million Facebook Users are
Under the Age of 13, Violating the Site’s Terins, CensumER ReperTs, (May 10, 2011), http:/
pressroom.consumerreports.org/pressroom/2011/@5/cr-survey-75-million-facebook-users-are-
under-the-age-of-13-violating-the-sites-terms-.html. Facebook’s terms of service does require
that its users be at least thirteen years old. See Data Use Policy, supra note 151 (“Here are
some commitments you make to us relating to registering and maintaining the security of your
account: . . . You will not use Facebook if you are under 13.”).

167 Some have become concerned with the collection of private information from minors
by companies and their websites. For example, in Massachusetts, there is currently proposed
legislation that would prohibit companies that provide schools with a cloud-computing service
from using information gleaned from students for any type of commercial purpose, including
advertising use. See Jacob Gerhman & Shira @vide, Microsoft Backs School Privacy Bill
Taking Aim at Google, WaLL St. J., Mar. 7, 2013, at BS.
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terms of the sign-up agreement. Thus, Facebeek’s terms eof service
weuld survive a legal challenge.

CeNcCLUSI®ON

The right te privacy is an impertant right in a free secicty and is
mere critical than the right te select a lecatien fer litigatien. Public pel-
icy dictates that the right te privacy cannet be yielded unknewingly.
Many held their privacy rights te high esteem, as evidenced by the mul-
titude of Supreme Ceurt Cases invelving the right te privacy!¢® and pub-
lic relatiens issues faced by cempanies fer infringing en the rights ef
their custemers.'® A vielatien ef the right te privacy, whether by a pri-
vate acter er the gevernment,'”® causes uprear threugheut American se-
ciety. Facebeek, a secial media website used by milliens ef Americans,
is net exempt frem the duty te refrain frem infringing upen anether’s
privacy rights with preper netice.

In the past, Facebeek has shewn a willingness te infringe en the
privacy rights ef its secial media users witheut giving the users reasena-
ble netice abeut exchange that eccurs upen the cempletion of Facebeek’s
sign-up precess. With the current Facebeek sign-up precess, the lack ef
reasenable netice of terms eor changes eof terms, which in previeus inci-
dents caused users te be cencerned abeut their privacy rights, eccurs
ence again. With the Internet’s changing landscape, “[t]he pretection
granted by the law must be placed upen a breader feundatien.”!”! The
breader feundatien ef future privacy rights must be greunded in reasena-
ble netice te a centracting party when the party’s privacy rights are seld
witheut the ability fer the user te terminate the agreement and regain the
private infermatien.

168 See, e.g.. Lawrence v. Texas, 539 U.S. 558 (2003); Meyer v. Nebraska, 262 U.S. 390
(1923).

169 See supra Part 111; see also Elizabeth A. Harris &and Nicole Perlroth, For Target, the
Breach Numbers Grow, N.Y.Tmves (Jan. 10, 2014), available at http://www.nytimes.com/
2014/81/11/business/target-breach-atfected-70@-million-customers.html ?rref=business&_r=0.

170 See, e.g., Griswold v. Connecticut, 381 U.S. 479 (1965); Lawrence, 539 U.S. 558.

171 Warren & Brandeis, supra note 17, at 211.
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